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Application Note

Initializing Management Center
Authorization on Cisco Secure ACS v.3.1

When CiscoWorks Common Services Software is installed as a standalone server,

CiscoWorks Common Services uses the local authentication and authorization method. This

method can, however, be changed to use a Cisco Secure Access Control Server (ACS) server

for authentication and authorization. Using a Cisco Secure ACS server allows the user

to assign preconfigured and custom administrator profiles for the CiscoWorks Management

Center for PIX® Firewall, the CiscoWorks Management Center for VPN Routers, the

Authentication Update Server, and other VMS Management Center applications.

Note: Even when Cisco Secure ACS authentication is used, CiscoWorks Common Services

Software uses local authorization for CiscoWorks Common Services-specific utilities, such

as backup and restore. To perform these actions, the user must be defined locally and be

given the appropriate privilege level.

Before You Begin: Verify that your Cisco Secure ACS server is running version 3.1 or

later. CiscoWorks Common Services Software is not compatible with earlier versions of

Cisco Secure ACS. If your Cisco Secure ACS server is running a software version earlier than

3.1, upgrade your Cisco Secure ACS server before continuing.

Until the first Management Center to Cisco Secure ACS is registered, the Cisco Secure ACS

server will only show the conventional Shared Profile Component (Figure 1).

Figure 1

Shared Profile Component Prior to Management Center Registration
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Step 1. Create an administrator account on the Cisco Secure ACS server for CiscoWorks Common

Services Software.

This is the administrator account that CiscoWorks Common Services uses to update Cisco Secure ACS

settings for each client application. You can view the audit data for this administrator account to see

what actions CiscoWorks Common Services Software is performing on the Cisco Secure ACS server.

Refer to the Cisco Secure ACS 3.1 for Windows User Guide for instructions on configuring a Cisco

Secure ACS administrator.

Step 2. Configure the CiscoWorks Common Services server as a AAA client on the ACS server.

The CiscoWorks Common Services server must be configured as a client of the ACS server for

authentication and authorization to occur. In the ACS graphical user interface (GUI), select Network

Configuration and add an AAA client. In the example in Figure 2 the client is configured in the network

device group name mc-group and is configured to use the TACACS+ AAA protocol.

Figure 2

Adding the CiscoWorks Common Services Server as an AAA Client

Step 3. Set the CiscoWorks Common Services Login Module to TACACS+.

To view the existing AAA server configuration, select VPN/Security Management Solution >

Administration > Configuration > AAA Server from the navigation tree (Figure 3). This will bring up the

AAA Server Information window (Figure 4). In this example, the AAA Server Information window

shows the default configuration of CiscoWorks2000 local.
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Figure 3

View AAA Server Selection in the Navigation Tree

Figure 4

AAA Server Information Window Configuration
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To select set the login module to TACACS+, follow these steps:

1. Select Server Configuration > Setup > Security > Select Login Module (Figure 5) from the navigation tree. The

Select Login Module page appears (Figure 6).

Figure 5

Navigation Tree: Select Login Module

Figure 6

Select Login Module Window
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2. Click TACACS+ in the Available Login Modules field (Figure 7) and click Next.

The Login Module Options page appears (Figure 8).

3. In the Server field, enter the server name or IP address of your ACS server.

4. In the Port field, enter the ACS service port number (49 for TACACS+).

5. In the Key field, enter the shared secret that was entered when you configured ACS to accept CiscoWorks

Common Services as a client (see Figure 2).

6. Select the False radio button next to Debug.

Figure 7

Selecting TACACS+ in the Select Login Module Window

7. Select a login fallback option:

In this example the default option is selected, as shown in Figure 8.

8. Click Finish and the Select Login Module page appears once again (Figure 9), but now the current module is

specified as TACACS+

Fallback Option Description

Allow all CiscoWorks2000 local
users to fallback to the
CiscoWorks2000 Local login

If the user cannot be authenticated against ACS, the system attempts to
authenticate the user against the local user database. This requires a local
account with the same name and password as the ACS user account.

Only allow the following user(s) to
fallback to the CiscoWorks2000
Local login if preceding login fails:

This is the default setting. A list of users can be specified that will fall back to
local authentication if ACS authentication fails. By default, the “admin” user
appears in this field. Additional user names can be added by separating them
with a comma. This requires a local account with the same name and
password as the ACS user account.

Allow no fallbacks to the
CiscoWorks2000 Local login

If the user cannot be authenticated against ACS, the login attempt fails.
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Figure 8

Configuring TACACS+ in the Login Module Options

Figure 9

TACACS+ Selected in the Select Login Module Window
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Step 4. Synchronize the authentication server.

To specify the ACS Server information, follow these steps:

1. Select VPN/Security Management Solution > Administration > Configuration > AAA Server from the

navigation tree.

The AAA Server Information page appears (Figure 10). The current authentication and authorization server, ACS, is

selected.

Note: If the Login Module has been changed, the Synchronize button is active. If the Login Module has not been

changed, the actions on this page cannot be performed.

Figure 10

AAA Server Information Data Entry

2. Click Synchronize.

The selected authentication and authorization server changes to match the selection made on the Available Login

Modules page. If the new authentication and authorization server is Cisco Secure ACS, the Server Details section

is populated with the ACS server information that was entered on the Login Modules Options page and the Login

and Register/Unregister Applications sections becomes available for input.
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3. In the User Name field, enter the name of the administrative account that was set up in ACS for use by

CiscoWorks Common Services.

4. In the Password field, enter the password for the administrative account.

5. In the ACS Shared Secret field, enter the shared secret that was created when specifying CiscoWorks Common

Services as an ACS client.

6. Click Register.

The Select applications to register with ACS server dialog box appears (Figure 11-A).

Figure 11

Application Registration Selection Window

7. Select the client applications names in the Available Applications field that you want to register with Cisco Secure

ACS (Figure 11-B), and then click Add.

The client application names move to the Selected Applications field (Figure 11-C).

8. Click OK.

The installed client applications register their roles and privileges with the ACS server. When the roles and

privileges have been registered, a status message appears.
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9. Click OK to close the status message.

10. Click Finish (Figure 10).

The Cisco Secure ACS username, password, and shared secret are saved. A status message appears (Figure 12 or

Figure 13).

11. Click OK to close the status message.

Figure 12

Application Previously Registered Message

Figure 13

Server Configuration Successful Message

Once a management center has been registered and synchronized with ACS, the appropriate entry is made available

in the ACS Share Profile Components. In this example (Figure 14) the Management Center for PIX Firewalls (PIX

MC) has been registered and the entry Management Center for PIX Firewalls is now available.

This option provides a set of “pre-canned” command authorization sets that are designed to look like the roles used

in CiscoWorks2000 for administrators (Figure 15). ACS additionally provides the ability to configure these existing

roles as well as add new user-configurable roles.

For more information concerning the application and configuration of these roles, please consult the user

documentation for the PIX Management Center (Using PIX MC 1.0 and AUS 1.0) and the VPN Router Management

Center (Using Management Center for VPN Routers 1.0).
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Figure 14

Updated Shared Profile Components

Figure 15

Shared Profile Components for the PIX Management Center
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