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This document contains:
e Product Documentation
e Related Product Documentation

e Supplemental License Agreement for Cisco Systems Network Management:
Cisco Secure Access Control Server Software

¢ Open Source License Acknowledgements

e Obtaining Documentation and Submitting a Service Request

Product Documentation

We sometimes update the printed and electronic documentation after original
publication. Therefore, you should also review the online documentation for any
updates. Online documentation is available at the URLs listed in Table 1.

Table 1 describes the product documentation in detail and lists where to find the
documentation.

Documentation Guide for Cisco Secure ACS 4.2
[ 78-18310-01 .n



Documentation Guide for Cisco Secure ACS 4.2 |

I Product Documentation

Table 1

Product Documentation Details

Document Title and Description

Available Formats

Documentation Guide for Cisco Secure
ACS 4.2

Printed document with the product.
PDF on the product CD-ROM.

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/roadmap/DGuide42.html

User Guide for Cisco Secure Access
Control Server 4.2

Explains ACS functionality and
procedures for using the ACS features.

PDF on the ACS Recovery CD-ROM.

You can also access the user guide by clicking Online
Documentation in the ACS navigation menu. The user
guide PDF is available on this page by clicking View
PDF.

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/user/guide/ACS4_2UG.html

Configuration Guide for Cisco Secure

ACS 4.2
Explains how to configure ACS.

PDF on the ACS Recovery CD-ROM.

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/configuration/guide/acs42_config_guide.html

Installation Guide for Cisco Secure
ACS for Windows 4.2

Explains the ACS for Windows
installation process.

PDF on the ACS Recovery CD-ROM.

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/installation/guide/windows/IGwn42.html

Installation Guide for Cisco Secure
ACS Solution Engine 4.2

Explains the ACS Solution Engine
installation process.

PDF on the ACS Recovery CD-ROM.

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_solution_engine/
4.2/installation/guide/solution_enigne/SE42.html
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Table 1

Product Documentation

Product Documentation Details (continued)

Document Title and Description

Available Formats

Installation and User Guide for Cisco
Secure ACS User Changeable
Passwords 4.2

Provides installation and user
information for the user-changeable
password add-on.

e PDF on the ACS Recovery CD-ROM.
¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/installation/guide/user_passwords/ucp42.html

Installation and Configuration Guide
for Cisco Secure ACS Remote Agents
4.2

Explains the installation and
configuration of ACS remote agents for
remote logging.

e PDF on the ACS Recovery CD-ROM.
¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_solution_engine/
4.2/installation/guide/remote_agent/rmag42.html

Cisco Secure Access Control Server
Troubleshooting Guide

On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/trouble/guide/ACS_Troubleshooting.html

Regulatory Compliance and Safety
Information for Cisco Secure ACS
Solution Engine 4.2

Provides translated safety warnings and
compliance information.

e Shipped with product.
e PDF on the product CD-ROM.

¢ Printed document available by order (part number
DOC-7817259).

¢ On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/

cisco_secure_access_control_server_for_solution_engine/4.

2/regulatory/compliance/RCSI_42.html

Supported and Interoperable Devices
and Software Tables for Cisco Secure
ACS 4.2

Lists the supported devices and
firmware versions for all ACS features.

e PDF on the ACS Recovery CD-ROM.
e On Cisco.com:

http://www.cisco.com/en/US/docs/net_mgmt/
cisco_secure_access_control_server_for_windows/
4.2/device/guide/sdt42.html
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I Related Product Documentation

Table 1 Product Documentation Details (continued)

Document Title and Description Available Formats

Release Notes for Cisco Secure ACS 4.2 |On Cisco.com:

Lists new features, documentation http://www.cisco.com/en/US/docs/net_mgmt/

updates, known problems, and resolved |cisco_secure_access_control_server_for_windows/
problems. 4.2/release/notes/ACS42_RN.html

Online Documentation In the ACS HTML interface, click Online Documentation.
Online Help In the ACS HTML interface, online help appears in the right

Help topics for all pages in the ACS pane when you are configuring a feature.

HTML interface.

Short help. Select an option from the ACS web interface; the help

Provides help topics for all pages in the appears in the right pane.

ACS web interface.

Related Product Documentation

The following list includes documentation that is related to your product. These
documents were not shipped with your product, but you can access them by
clicking the following URLs:

e Marketing documentation at:
http://www.cisco.com/en/US/partner/netsol/ns466/
networking_solutions_package.html

e NAC documentation at:
http://www.cisco.com/application/pdf/en/us/guest/netsol/ns617/c649/
cdccont_0900aecd80417226.pdf
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Supplemental License Agreement for Cisco Systems
Network Management: Cisco Secure Access
Control Server Software

IMPORTANT—READ CAREFULLY: This Supplemental License Agreement
(SLA) contains additional limitations on the license to the Software provided to
Customer under the Software License Agreement between Customer and Cisco.
Capitalized terms used in this SLA and not otherwise defined herein shall have
the meanings assigned to them in the Software License Agreement. To the extent
that there is a conflict among any of these terms and conditions applicable to the
Software, the terms and conditions in this SLA shall take precedence.

By installing, downloading, accessing or otherwise using the Software, Customer
agrees to be bound by the terms of this SLA. If Customer does not agree to the
terms of this SLA, Customer may not install, download or otherwise use the
Software.

1. ADDITIONAL LICENSE RESTRICTIONS.

¢ Installation and Use. The Cisco Secure Access Control Server(ACS)
Software component of the Cisco 11XX Hardware Platform is pre installed.
CD’s containing tools to restore this Software to the 11XX hardware are
provided to Customer for reinstallation purposes only. Customer may only
run the supported Cisco Secure Access Control Server Software on the Cisco
11XX Hardware Platform designed for its use. No unsupported Software
product or component may be installed on the Cisco 11XX Hardware
Platform.

¢ Software Upgrades, Major and Minor Releases. Cisco may provide Cisco
Secure Access Control Server Software updates and new version releases for
the 11XX Hardware Platform. If the Software update and new version
releases can be purchased through Cisco or a recognized partner or reseller,
the Customer should purchase one Software update for each Cisco 11XX
Hardware Platform. If the Customer is eligible to receive the Software update
or new version release through a Cisco extended service program, the
Customer should request to receive only one Software update or new version
release per valid service contract.

¢ Reproduction and Distribution. Customer may not reproduce nor distribute
software.
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2. DESCRIPTION OF OTHER RIGHTS AND LIMITATIONS.

Please refer to the Cisco Systems, Inc., Software License Agreement.

Open Source License Acknowledgements

The following acknowledgements pertain to this software license.

OpenSSL/Open SSL Project

This product includes software developed by the OpenSSL Project for use in the
OpenSSL Toolkit (http://www.openssl.org/).

This product includes cryptographic software written by Eric Young
(eay @cryptsoft.com).

This product includes software written by Tim Hudson (tjh@cryptsoft.com).

License Issues

The OpenSSL toolkit stays under a dual license, i.e. both the conditions of the
OpenSSL License and the original SSLeay license apply to the toolkit. See below
for the actual license texts. Actually both licenses are BSD-style Open Source
licenses. In case of any license issues related to OpenSSL please contact
openssl-core @openssl.org.

OpenSSL License:
© 1998-1999 The OpenSSL Project. All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions, and the following disclaimer in the documentation
and/or other materials provided with the distribution.
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Open Source License Acknowledgements

3. All advertising materials mentioning features or use of this software must
display the following acknowledgment: “This product includes software
developed by the OpenSSL Project for use in the OpenSSL Toolkit.
(http://www.openssl.org/)”

4. The names “OpenSSL Toolkit” and “OpenSSL Project” must not be used to
endorse or promote products derived from this software without prior written
permission. For written permission, please contact
openssl-core @openssl.org.

5. Products derived from this software may not be called “OpenSSL” nor may
“OpenSSL” appear in their names without prior written permission of the
OpenSSL Project.

6. Redistributions of any form whatsoever must retain the following
acknowledgment:

“This product includes software developed by the OpenSSL Project for use in
the OpenSSL Toolkit (http://www.openssl.org/)”

THIS SOFTWARE IS PROVIDED BY THE OpenSSL PROJECT “AS IS AND
ANY EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT
LIMITED TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND
FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO
EVENT SHALL THE OpenSSL PROJECT OR ITS CONTRIBUTORS BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL,
EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES;
LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION)
HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN
CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE
OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE.

This product includes cryptographic software written by Eric Young
(eay @cryptsoft.com). This product includes software written by Tim Hudson
(tjh@cryptsoft.com).

Original SSLeay License:
© 1995-1998 Eric Young (eay @cryptsoft.com). All rights reserved.

This package is an SSL implementation written by Eric Young
(eay @cryptsoft.com).
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The implementation was written so as to conform with Netscapes SSL.

This library is free for commercial and non-commercial use as long as the
following conditions are adhered to. The following conditions apply to all code
found in this distribution, be it the RC4, RSA, lhash, DES, etc., code; not just the
SSL code. The SSL documentation included with this distribution is covered by
the same copyright terms except that the holder is Tim Hudson
(tjh@cryptsoft.com).

Copyright remains Eric Young’s, and as such any Copyright notices in the code
are not to be removed. If this package is used in a product, Eric Young should be
given attribution as the author of the parts of the library used. This can be in the
form of a textual message at program startup or in documentation (online or
textual) provided with the package.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

1. Redistributions of source code must retain the copyright notice, this list of
conditions and the following disclaimer.

2. Redistributions in binary form must reproduce the above copyright notice,
this list of conditions and the following disclaimer in the documentation
and/or other materials provided with the distribution.

3. All advertising materials mentioning features or use of this software must
display the following acknowledgement:

“This product includes cryptographic software written by Eric Young
(eay @cryptsoft.com)”.

The word ‘cryptographic’ can be left out if the routines from the library being
used are not cryptography-related.

4. If you include any Windows specific code (or a derivative thereof) from the
apps directory (application code) you must include an acknowledgement:
“This product includes software written by Tim Hudson
(tjh@cryptsoft.com)”.

THIS SOFTWARE IS PROVIDED BY ERIC YOUNG “AS IS” AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED
TO, THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS
FOR A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL
THE AUTHOR OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL
DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF
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Obtaining Documentation and Submitting a Service Request

SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS;
OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY,
OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY
WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

The license and distribution terms for any publicly available version or derivative
of this code cannot be changed. i.e. this code cannot simply be copied and put
under another distribution license [including the GNU Public License].

Obtaining Documentation and Submitting a Service

Request

For information on obtaining documentation, submitting a service request, and
gathering additional information, see the monthly What’s New in Cisco Product
Documentation, which also lists all new and revised Cisco technical
documentation, at:

http://www.cisco.com/en/US/docs/general/whatsnew/whatsnew.html

Subscribe to the What’s New in Cisco Product Documentation as a Really Simple
Syndication (RSS) feed and set content to be delivered directly to your desktop using
a reader application. The RSS feeds are a free service and Cisco currently supports
RSS version 2.0.

This document is to be used in conjunction with the documents listed in the “Product Documentation” section.
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© 2008 Cisco Systems, Inc.
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s Printed in the USA on recycled paper containing 10% postconsumer waste.
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